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[bookmark: _qvjkno4tegge]Introduction
Software Bill of Materials (SBOM) has evolved significantly in terms of adoption among the software community and of the technical makeup and application of the SBOM itself. A proliferation of SBOM tooling options has accompanied the growth in SBOM adoption. Tools may support any combination of essential actions for using SBOM as a tool in software supply chain security, including but not limited to SBOM generation, analysis, sharing, scanning, storing, and management. Organizations looking for an SBOM tooling solution that meets their needs are faced with an increasing number of options. Identifying the best fit can be challenging due to the numerous purported features and functionalities and potential gaps in the available tools. This document outlines key attributes of software tools used in SBOM-related processes and aims to support an individual or organization in evaluating and comparing these tools.[footnoteRef:1] [1:  This document was drafted by the SBOM Tooling and Implementation Working Group, a community-driven workstream. For more information, see About this document.] 

This document is a companion to the SBOM Tool Attributes Spreadsheet[footnoteRef:2] and explains the fields of the SBOM Tool Attribute Spreadsheet and provides guidance for individuals and organizations in the role of software Chooser.[footnoteRef:3] The attributes of tooling included in this paper may be used during the evaluation of a tool or for a Request for Information (RFI) or Request for Proposal (RFP) process for SBOM tools.  [2:  CISA Open Working Group on Tooling and Implementation. Outlining Software Bill of Materials (SBOM) Tool Attributes. January 2025.]  [3:  A Chooser is the person/organization that decides the software/products/suppliers for use [purchase/acquire/source/select/approve]. See NTIA Open Working Group on Software Component Transparency. Roles and Benefits for SBOM Across the Supply Chain. November 8, 2019.] 

Attributes of SBOM-related tools included in the spreadsheet and discussed in this document should not be confused with the attributes of an SBOM itself. The 2024 “Framing Software Component Transparency: Establishing a Common Software Bill of Materials (SBOM)” document discusses the attributes of the SBOM itself. [footnoteRef:4]  [4:  CISA Open Working Group on SBOM Tooling and Implementation. Framing Software Component Transparency: Establishing a Common Software Bill of Materials (SBOM). September 3, 2024.] 

[bookmark: _kruzkh9is0l]Scope
The primary attributes of SBOM tooling vary widely and include capabilities that are not SBOM-centered, such as vulnerability management or asset management. This document, and the accompanying spreadsheet, are applicable to tools that possess SBOM-related attributes regardless of the tool’s primary functionality. However, the document and spreadsheet do not explore tool attributes outside of those related to SBOM. This document also does not explore questions regarding how SBOMs should be formatted or the data they should capture.[footnoteRef:5] [5:  Other documents discuss SBOM data and format: National Telecommunication and Information Administration: The Minimum Elements for a Software Bill of Materials (SBOM). July 12, 2021; CISA Open Working Group on SBOM Tooling and Implementation. Framing Software Component Transparency: Establishing a Common Software Bill of Materials (SBOM). September 3, 2024.] 

This paper does not aim to create a new catalog of SBOM tools. However, the attributes introduced and discussed in this paper may be used to inform an initiative to create a format-agnostic SBOM tooling catalog.
[bookmark: _8lbs79hs5o2d]Existing Catalogs
Multiple organizations have approached the concept of listing SBOM tools in catalog form. However, these catalogs, to date, have primarily been limited to SBOM tools exclusively supporting one data format (SPDX or CycloneDX).[footnoteRef:6] Bifurcating the SBOM tooling landscape in this way can limit users’ visibility into available SBOM tools that may meet their needs and may unintentionally sideline tools that support both data formats. [6:   SPDX. SPDX Tools; CycloneDX. Tool Center.] 

In addition, the existing tooling catalogs offer users a limited set of features by which to filter the listed tools. Without robust attributes to detail, refine, and sort the tooling, these catalogs serve a limited purpose and, in some cases, may lead maintainers to duplicate efforts or leave users with gaps in their understanding of the SBOM tooling landscape. There is an ongoing project under the Open Source Security Foundation that aims to create a data format agnostic catalog of open source and proprietary SBOM tools.[footnoteRef:7] The authors of this document are collaborating with the landscape maintainers to enrich the SBOM tooling catalog. [7:  SBOM-Everywhere. Tooling Catalog. ] 

[bookmark: _8d910oqlovom]How to Use SBOM Tool Attributes
This document is intended as a companion to the SBOM Tool Attributes Spreadsheet. An organization’s requirements for its SBOM tools can be influenced by both internal and external factors, including developer or engineer preferences, compliance requirements, and national guidance. 
The attributes described in this paper and listed in the spreadsheet are not intended to be prescriptive. Instead, the attributes are intended to help organizations identify and describe what they are looking for in their SBOM tooling and determine whether a given SBOM tool meets their needs. Each organization using this document can view attributes as required, optional, or not needed for their processes. For example, an organization solely consuming SBOMs as part of their software purchase process is unlikely to require many of the attributes in the Produce category.
In the SBOM Tool Attributes Spreadsheet, each row represents an attribute with columns defining the category, subcategory, a unique identifier, field name, description, related publications, expected response and additional notes as shown in Table 1.
Table 1: Example from SBOM Tool Attributes Spreadsheet
	SBOM Tool Attribute Category
	SBOM Tool Attribute Sub-Category
	ID#
	Field Name
	Description
	NTIA Min Field Requirement
	Field Referenced in Other Publications
	Publication Referenced
	Expected Response
	Notes

	General
	Tool Specific
	G.T.01
	Tool Maker
	Company name and/or developer name.
	N
	N
	N
	Company name or the real name of the person that has created and/or released the SBOM Tool Product.
	N/A

	General
	Tool Specific
	G.T.02
	Tool Name
	Name of the tool/product used to create, view, or modify software bill of materials.
	N
	N
	N
	SBOM Tool Product name.
	N/A

	General
	Tool Specific
	G.T.03
	Tool Production Location
	Address or country where the SBOM Tool was produced.
	N
	N
	N
	Full address location of company headquarters or in the case of single developer, open or crowd sourced products, primary country may be the only information provided.
	There may be privacy concerns surrounding this data, depending on the developer.


General Attributes
All SBOM tools, regardless of the function they perform (Produce, Consume, Transform), have identifying information that is captured in the General attributes. 
[bookmark: _v9eow1d5ifs4]General: Tool Specific
These attributes capture information that is required to identify the tool being evaluated or cataloged. This subcategory includes attributes such as the name of the tool, the name of the tool-maker, and the tool version.
[bookmark: _ml0udohx8po7]General: Deployment
[bookmark: _x5fb35i5p3pm][bookmark: _ygdzryt9mn0k]These attributes explain where and how the tool is installed and accessed and include attributes involved in the acquisition of the tool such as tool cost, suite, and license.
General: Usage
These attributes define the ways the tool can be used, including the interface and what the tool maker considers the primary functionality of the tool. The tool’s primary use can inform how an organization relates the tool to their overall SBOM lifecycle. 
[bookmark: _5rgyqc7628xn]General: SBOM Types
These attributes indicate the supported SBOM types as defined in “Types of Software Bill of Material (SBOM)” documents.[footnoteRef:8] These SBOM types can be used to quickly identify the parts of the SBOM lifecycle the tool is suitable for.  [8:  CISA Open Working Group on SBOM Tooling and Implementation. Types of Software Bill of Materials. April 21, 2023.] 

[bookmark: _em2qdg46k209]Produce
Produce attributes provide additional information about a tool’s SBOM generation functionalities. These attributes should be applied only to tools that generate SBOMs. 
[bookmark: _2f0aw4kkwqdr]Produce: Analyze
These attributes detail the SBOM elements for which a tool can capture the relevant data and the data source a tool can ingest.
[bookmark: _lz2d4ogq7q92]Produce: Build
These attributes detail the functions that a tool can perform on an SBOM after it has been generated. 
[bookmark: _ep2fn84rycmo]Produce: Edit
These attributes capture a tool’s functionalities related to changing or manipulating the data contained within the SBOM.
[bookmark: _91rjose3ba5y]Produce: Integration
These attributes detail how the tool may be integrated with other software or platforms. 
[bookmark: _1klw22xadt37]Consume
Consume attributes detail the types of data that a tool can ingest and make available for analysis or other operations. 
[bookmark: _nc8no8m88gze]Consume: Diff
This attribute describes a functionality allowing direct comparison between different SBOMs. This comparison can highlight differences in software components, versions, or other details and can be crucial for maintaining an up-to-date and accurate inventory. 
[bookmark: _kkppk02apdfj]Consume: Import 
These attributes detail the functions a tool may perform to ingest SBOM data and make the SBOM available for further operations within an organization’s environment.
[bookmark: _io40kds5nihe]Consume: View
These attributes detail how the SBOM tool allows for SBOM data to be visually reviewed.
[bookmark: _6ctjr3b4z5u2]Transform
Transform attributes provide information about a tool’s functionalities that enable the SBOM data to be exported or used in other processes. 
[bookmark: _kyv0jzpmww57]Transform: Merge
This attribute identifies that a tool can combine SBOM data from multiple sources into one artifact. 
[bookmark: _c3rikr6x0a04]Transform: Tool Support
These attributes detail the additional, non-SBOM-specific functionalities that the tool may support. 
[bookmark: _5k2526td75ht]Transform: Translate
These attributes detail how SBOM data may be exported or otherwise made available for uses beyond the tool. 
[bookmark: _l3cmvy9iuxid]Practical Application of SBOM Tool Attributes
Individuals charged by their organization with selecting an SBOM tool (Choosers) can use these SBOM Tool attributes to survey available SBOM tools and identify suitable options. Choosers beginning to consider SBOM adoption and implementation should review their internal processes related to software security, legal, finance, and asset management to identify criteria and considerations for SBOM tools. The Chooser may find the attributes outlined in this document useful to identify SBOM tools that align with their organization’s requirements and possess the necessary functionalities. 
[bookmark: _7lh3dc85i477]Chooser
Organizations can use SBOMs in a variety of ways as part of their supply chain and software security practices and therefore may require SBOM tools with specific functions or characteristics. Choosers’ primary responsibility is finding, evaluating, and selecting software to meet their organization’s needs. Choosers may be charged with identifying tools to meet any of the following needs for the organization:
· SBOM Production
· SBOM Consumption
· SBOM Management
Prior to initiating the search for an SBOM tool to meet the assigned need, the Chooser should identify, in consultation with appropriate organization-internal stakeholders (such as internal software security, legal, finance, and asset management teams) and based on organization needs and priorities, the characteristics they are looking for. Choosers should also consider the evaluation of tooling already in use throughout the organization, as compatibility may be of concern. SBOM tools may be needed to meet any of the following general organization needs: 
· SBOM Production
· SBOM data format (e.g., SPDX, Cyclone DX).
· SBOM type (runtime, design, source, build).
· SBOM component identification requirements (name, version, license).
· SBOM Consumption
· Required import formats.
· Internal SBOM workflow (e.g., what areas of the organization need access, when and how?).
· SBOM review requirements (e.g., does the data need to be in a human-readable format?).
· SBOM Management
· Potential need to compare SBOMs for version or other incremental changes.
· Potential need to remediate issues identified with SBOM data.
· Distribution of SBOM data outside the organization.
During RFI/RFPs for the acquisition of tooling, the reviewing organization will need to need to weigh and prioritize attributes. Table 2 demonstrates a rough example of how a questionnaire review might be set up for tool comparison. This is only intended to provide a simple example for those that may not be familiar with formal RFP review processes. During the review, it may be beneficial to remove the “General” attributes that identify the tool maker to avoid any bias.
 Table 2: Example RFP Review
	
	Question
	Vendor #1 Response
	Vendor #1 Grade
	Vendor #2 Response
	Vendor #2 Grade

	C.I.06
	Does your tool support SBOM integrity verification?
	Y
	4
	Y
	3

	C.I.06
	Does your tool support importing non-standard software inventory data? 
	Y
	3
	Y
	2

	C.I.07
	Does your tool support validation of ingested SBOMs?
	Y
	2
	Y
	4

	C.I.08
	Does your tool allow for VEX ingestion?
	Y
	3
	Y
	2


Conclusion
The market for SBOM tooling has expanded–and continues to grow–in response to an increasing number of organizations adopting and implementing SBOM. This SBOM proliferation is expected to continue as organizations across sectors and around the world observe the value of SBOM for software transparency and supply chain security. The attributes outlined in this document better prepare organizations in the software Chooser role to navigate an increasingly complex SBOM tooling landscape.
A detailed, crowd-sourced and maintained SBOM tooling catalog could play a significant role in simplifying the path to SBOM adoption for organizations new to SBOM and facilitating more mature SBOM operations to leverage software component data to address novel risks. For a tooling catalog to be effective in the long term, it should be adaptive, adding new data fields as industries determine new required fields or government guidance and regulations change. For example, some industries have highlighted the need for verification of foreign ownership, influence, or control in software components. In addition, Germany’s Federal Office for Information Security (BSI) published their first SBOM requirements (Technical Guideline TR-03138-2) in July 2023 and updated it in November 2023 and September 2024.[footnoteRef:9] CISA may publish an update to the Minimum Elements for a Software Bill of Materials (SBOM) drafted by the National Telecommunications and Information Administration (NTIA) in July 2021.[footnoteRef:10] [9:  Germany Office of Information Security (BSI). Technical Guideline TR-03183: Cyber Resilience Requirements for Manufacturers and Products, Part 2: Software Bill of Materials (SBOM). September 20, 2024.]  [10:  Office of Management and Budget. Enhancing the Security of the Software Supply Chain through Secure Software Development Practices (M-22-18). September 14, 2022; National Telecommunications and Information Administration. Minimum Elements for a Software Bill of Materials (SBOM). July 12, 2021.] 

Both SBOM tool suppliers and users benefit from more mature SBOM tooling that better meets the needs of organizations implementing SBOM. SBOM tool users can play an active part in improving the quality of tooling by communicating with tool suppliers about missing, incomplete, or aspirational functionalities during their RFP/RFI process and throughout their use of the SBOM tool. This dialogue can also reduce barriers to entry for organizations who are just beginning to explore SBOM. 
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